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Foreword

Why Read this Book?

Right now, you are probably surrounded by Arm processors without even knowing they are there.
More than 145 billion chips containing an Arm processor have been produced up to now - this is
19 for every human on the planet.

The most surprising thing is that Arm does not produce chips. It just designs the technology and
enables its partners to manufacture differentiated devices that integrate them.

Many more of those chips, also called SoCs (system-on-chip), are expected to be produced in the
coming years. We even start talking about trillions of devices for the Internet of Things (loT). Of the
total number of SoCs currently out in the market, the great majority use the smallest processors in the
Arm product range: the Cortex-M series. Small, very energy efficient and powerful enough for many
applications, they are at the heart of many of today’s electronic devices.

This book is here to explain how SoCs based on the Arm Cortex-M processor portfolio cores are
designed, detail the different elements that compose such a system, explain the different design
issues, describe the integration into systems, and discuss how these SoCs are programmed.

A Brief History of Arm

The crazy years marking the history of personal computing began in the 1980s. Acorn, a British
company, became very successful with the BBC Micro-computer, which was used in many

schools throughout the country. For its future generation computers, the company wanted an

updated processor and started a quest for such a component. Unfortunately, none of the available
microprocessors were suitable for its needs. Most of them were either too complex or not available
and required a large number of external components. The Acorn team then learned about the Reduced
Instruction Set Computer (RISC) concept and found it could lead to powerful, yet low-cost, solutions.

At the time, RISC processors were confined to high-end computers, where cost was less of an issue,
since no existing RISC processors were exactly suitable. That led the team to embark on the journey
to develop their own piece of silicon.

This secret project was named “Acorn RISC Machine” (ARM, in short). The first processor, ARM1, was
launched in 1985. It was produced by VLSI Technology in a 3um technology (almost 500 times larger
than the most advanced designs now) and could run at 6 MHz. One of the side-benefits of this simple
processor architecture was its lower power consumption (compared to contemporaneous CPUs),
which allowed the component to use a lower-cost plastic package without melting it.

At the heart of the processor design was the Arm instruction set, which progressively evolved to
optimize the performance and efficiency of new generations of processors. This is a key element of
what is called the ‘architecture’
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The Arm processors powered several models of Acorn computers, but a major change happened when
VLSI Technology, which was manufacturing the components in its factories, signed an agreement with
Acorn to re-sell the chips to other companies. This was the first ‘Arm license!

In 1990, after discussions with Apple Computer, who needed a new processor for the Newton
project, Acorn decided to spin-off its processor division and form a joint venture with Apple and VLSI
Technology. The team then changed the meaning of Arm to ‘Advanced RISC Machines’, which became
Arm Ltd later on.

This evolution came at the same time as a great change in the new company’s business model. On
the one hand, Arm had unique assets: great expertise in processor design and an original architecture.
However, producing chips required caring about fabrication, yield, quality, logistics, sales channels,
complex application-specific marketing, or any other tasks that a silicon manufacturer should do to be
successful. This was not optimal.

On the other hand, silicon manufacturers had a hard time staying competitive, because they had to
excel at these activities while simultaneously investing in design and innovation around processors,
at an increasingly fast pace. This was not great either.

The revolutionary idea for the newly-formed company was to become a specialist in R&D and focus
on the processor design only. Instead of selling components, Arm would license ‘Intellectual Property’
(IP in short) to semiconductor manufacturers, who would then use this IP to design their chips, in
combination with other elements that would be more application-specific.

Arm Ecosystem

The IP model selected from the start by Arm required a very tight relationship with the other
companies using the IP. As the company did not manufacture products, its success was entirely
dependent on the success of chip manufacturers embedding the Arm IP into their chips. Conversely,
to make sure that they always get the best performance and efficiency for their products, silicon
manufacturers had to make sure that the success of their products also benefited Arm, so that part of
the increasing revenues would be invested in improved and competitive IP. Together, Arm and partners
solidified the symbiosis using a royalty-based model: Arm revenues were largely dependent on the
success of the chips containing its IP. This resulted in a strong partnership between the company and
its customers, and a great sign of this very special relationship is that customers were called ‘partners’
(This is still the case more than 25 years after the foundation of the company).

Another great benefit from these partnerships was that each semiconductor ‘partner’ could focus
on a different set of applications, on different market segments, and integrate its own expertise and
‘secret sauce’ into the design of their products. This business model allowed the creation of a rich
variety of products that no single company (even the largest ones) would have been able to put into
their product catalog. It also made it increasingly difficult for processor manufacturers using other
architectures to compete with Arm because they had to compete with a whole ‘ecosystem. Many
of them progressively decided to stop wasting money on processor architecture development and
realized that it was much less expensive just to license state-of-the-art IP from Arm.
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Another consequence of having several companies using the same processor IP cores was that tools,
software, and expertise could be reused from one chip to another. Indeed, a processor requires many
tools like code compilers or debuggers: having a larger market for these tools encouraged several
companies to start supporting the Arm architecture. Similarly, having a family of processors that could
execute the same instructions enabled the software developers to propose many operating systems,
libraries, frameworks or various elements that could easily run or be adapted to several components.
Finally, this allowed engineers to avoid having to learn about a new processor every time they changed
their chip, which allowed them to build strong expertise and become more efficient.

All of these factors meant that Arm could add several additional partners in the ecosystem, bringing
even greater value to every participant and making Arm-based solutions even more attractive. This
virtuous circle has significantly contributed to the success of the Arm ecosystem.

Softbank Acquisition

Even if the IP model has been duplicated many times, no other company has managed to be as
successful. This propelled Arm into a very special position in the industry. Its long-term success
required fairness with each member of the industry, and careful management to keep the balance
between all partners of the ecosystem.

2016 marked a significant milestone in Arm’s history: Softbank group agreed with Arm management
to acquire the company with the promise to continue promoting the same values of fairness and
partnership while accelerating its development.

Market and Applications

Arm-based processors are used in virtually all applications requiring processing capability: as the
company says, “wherever computing happens.” Over the years, the company has developed a range
of products that address very different needs, from the tiniest processors for embedded applications
(the Arm Cortex-M processor portfolio) to the largest application processors that are used in high-
performance servers, or that ones that power 95% of the mobile phones in the world (the Cortex-A
processor portfolio). There is more than a factor of 100 in complexity and size between the smallest
and the highest performing cores.

However, central processing units are not the only IP offered by Arm: a diverse range of IP has been
developed or acquired by the company to address the needs of many applications. This is the case of
what is called ‘System IP’: all the elements that enable processors to connect to the rest of the system,
transfer or store data between those elements, manage security, enable the debug of the software,
and manage power. Another very important line of products relates to media processing, and the Arm
Mali series is now the world’s ‘most shipped’ commercial GPU IP.

Enabling Future Technology Today

Even if the core business of Arm remains semiconductor IP, more and more software is being developed
to complement hardware designs. This can be seen, for example, in products for loT applications.

With the Mbed software platform, Arm not only brings the software that is closest to the hardware
elements but also provides many standard functions needed in these devices: to manage security,
connectivity, firmware updates or association to the Cloud services.
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An entire division in Arm is now focusing on building this embedded software foundation, and also
creating a Cloud platform, called Pelion, to connect and manage to all these embedded devices, and
to integrate the associated data into enterprise systems.

From providing the IP for the chip to delivering the Cloud services that allow organizations to manage
the deployment of products throughout their lifecycle securely, Arm delivers a pre-integrated loT
solution for its partners, rooted in its deep understanding of the future of compute and security.

Arm technologies continuously evolve to ensure that intelligence is at the core of a secure and
connected digital world. With a range of licensing options, such as Arm DesignStart and Arm Flexible
Access, it's now never been easier or faster to start working with Arm IP. Developed to facilitate the
design of modern innovations—from the sensor to the smartphone to the supercomputer—Arm
technologies are making smart possible.

Mike Eftimakis
Director of Business Innovation Strategy, Arm
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Preface

In the past, apart from microprocessors and microcontrollers, not many chip designs had internal
embedded processors. This has changed significantly since Arm Cortex-M processors were released,
and many more device types have emerged that are part of the rapidly growing Internet of Things (loT).
Today, Arm processors are being used in smart sensors, smart batteries (e.g., for battery health monitor
systems), wireless communication chipsets, power electronics controllers, etc. This trend is driven by
the need for tighter system integration, additional functional features, better system reliability, and
reduction of supply chain dependency.

SoC design is an exciting industry with plenty of opportunities - the applications of Cortex-M based
SoCs ranges from consumer products, industrial and automotive applications, communications,
agriculture, transportation, healthcare/medical, etc. With the expanding loT device market, the need
for embedding processors into SoC designs continues to increase.

Cortex-M processors, like Cortex-MO0, Cortex-M0+, and Cortex-M3, are very small and can integrate
into a range of SoC designs easily. With Arm DesignStart lowering the cost barrier, many small
businesses and start-ups are taking advantage of this to develop their own SoC solutions to offer
better product differentiation. All of these developments have resulted in significant demand for SoC
designers with Arm DesignStart. Arm DesignStart has also received strong interest from academia,
where we see some universities interested in introducing SoC design topics into their courses.

In addition to the popular Armvé-M and Armv7-M processors, newly available SoCs/microcontrollers
based on the Armv8-M processors such as Cortex-M23 and Cortex-M33 processors, deliver enhanced
security solution with Arm TrustZone technology. In February 2019, Arm announced the new
Armv8.1-M architecture with Arm Helium technology, which brings vector processing capability to
Arm Cortex-M devices. These technology enhancements continue to enable the Cortex-M processors
to be used in an even wider range of applications.

While there are many technical resources on the internet on Arm software development, very limited
information was available for Arm-based SoC design, particularly on topics about integrating Arm
processors and on-chip bus protocols. This book is written to fill this gap to enable beginners in the
field to understand a range of technical concepts on SoC design, and also provide detailed descriptions
of design integration with several of the Arm Cortex-M processors. A range of other topics, including
system component design, SoC design flow, and software development, are also covered.

If you are a beginner in SoC design, | hope that this book will enable you to gain SoC design
knowledge and help you to kickstart your SoC or FPGA design projects. For those of you who are
experienced chip designers, | hope that you find this a useful reference source. Enjoy the book -
and let your SoC design creativity go wild! There are always opportunities for new and fascinating
Arm-based SoCs on the market.

16
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Example Codes and Projects - Free to Download!

For readers of this book, Joseph Yiu has prepared a package of example codes and projects
to download that includes:

m An example Cortex-M3 system design based on Arm Cortex-M3 DesignStart Eval.
m A simulation setup for the example system.

® An FPGA project setup for the example system, for Digilent Arty-S7-50T FPGA board
and Xilinx Vivado 2019.1.

The package can be downloaded from the book section of Arm Education Media's website at
www.armedumedia.com

Disclaimer

The Verilog design examples and related software files included in this book are created for
educational purposes and are not validated to the same quality level as Arm IP products.
Arm Education Media and the author do not make any warranties of these designs.

A note about the scope of this book

This book focuses on the concepts of system designs based on Cortex-MO and Cortex-M3 processors.
Since the product offering DesignStart and DesignStart FPGA will change over time, the full details of

using those packages will not be covered here. However, the system design concepts and some of the
technical details in this document are relevant to most of the Cortex-M system designs.
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1.1 Why learn Cortex-M system design?

1.1.1 Starting Cortex-M system design is easy

Arm Cortex-M processors represent one of the most popular architectures used today for Internet
of Things (loT) and embedded applications. For many digital system designers, the digital blocks they
design need to interface with processors in some ways, for example, using a processor for operation
flow control. Having a small, easy-to-use Cortex-M processor integrated into the design makes it
easier for them to provide a total solution.

You may wonder, ‘Why not use a state machine to handle the control function?’ In the simplest digital
applications, a finite state machine (FSM) implemented in Verilog or VHDL could handle all the required
control functions, and in those cases, there is indeed no need to have a processor in the system. However,
when the application gets more complex, the number of states in the control function FSM increases,

or when the system’s behavior needs to be more flexible, the inclusion of a processor in the system

is unavoidable. To enable better flexibility, complex control flows are handled by a processor running
control software, which can be easily modified and debugged. As a result, embedded processors are
being increasingly embedded in FPGA designs. Although it is possible to use a separate microcontroller to
control an FPGA-based digital system, this will result in an increased component count in the completed
system, as well as potential issues with signal routing between the processor and the FPGA-like timing,
PCB signals routing, noise, and reliability problems.

In general, the advantages of including a processor in the FPGA are:

m Ability to handle complex tasks like Graphical User Interface (GUI) and data storage management
(e.g., file system);

m Application programs can be developed and updated separately from the hardware design, allowing
better flexibility in product development;

m Reduces the total number of components in the system because there is no need for a separated
processor chip;

m Signal routing between the processor and the functional logic is handled automatically by FPGA
design tools;

= Debugging software on a well-established processor is much easier than debugging a complex state
machine;

m Little limitation on the interface between the processor and the user-defined logic blocks;

m In comparison, the use of separated processor chips can have limitations on the interface like the
number of pins, selection of protocol and electrical characteristics;

m Program code can be stored on configuration flash for the FPGA, allowing firmware update to the
hardware design and the application code to be carried out at the same time;

22



System-on-Chip Design with Arm® Cortex®-M processors

m Processor implementation features are now becoming part of the FPGA development tools, making
integration of the processor into FPGA easier than using separate processor chip.

There are other intellectual property (IP) products available in the market, of course. However, the
designs of the Cortex-M processors provide:

® Good performance with a small area/power budget,
m Easy software development, and
m Well-proven technology.

Products based on Arm Cortex-M processors have been around since 2005. In recent years, Arm has
made Cortex processor IP more accessible to cost-constrained companies through easy to arrange,
fast, no/low-cost licensing. For example, Arm Flexible Access introduced in 2019 offers a simple way
to evaluate and fully design system-on-chip (SoC) solutions with a wide-ranging mix of Arm IP before
committing to production, paying only for what is used at manufacture. There are also Arm DesignStart
programs that assist designers who are new to Cortex-M technology with a range of Arm IP to help
them get started on their designs instantly and risk-free. You can source various FPGA development
solutions, like affordable FPGA development boards, that can save you both time and money. Through
partnerships with FPGA vendors, Arm also offers DesignStart FPGA, which includes instant and free
access to Cortex-M1 and Cortex-M3 soft CPU IP Cortex-M processors for use on selected FPGA
platforms. Together with an industry-leading ecosystem of tools, software, and services, the Arm
Cortex-M processor portfolio offers some of the best embedded processors for digital system designs.

1.1.2 Cortex-M processor systems on FPGA

Since there are so many ready-to-use Cortex-M based microcontrollers and SoCs, why should
someone spend their time to create their own Cortex-M based systems in FPGA? There can be many
different reasons:

®m Education - for many universities teaching digital system design, FPGAs are perfect platforms.
Universities had been interested in using Arm processors in their teaching of digital design courses,
like how to create a typical SoC design with a processor and develop applications for it. However,
doing real chip design is costly and takes a long time, making the FPGA platform much more suitable.

m Cortex-M3 soft CPU IP are now easy to use, low cost, and can be used with FPGA devices from
various FPGA vendors. DesignStart FPGA program, the Cortex-M1 and Cortex-M3 soft CPU IP
are integrated with FPGA design tools to make them even easier to use. In addition, since these
processors share many architectural characteristics with other Arm processors, the knowledge and
skills gained by the students through the experiments will prove valuable for them when they use
Arm processors again in the future.

® Commercial product development - many digital designers are creating custom digital systems with
FPGA and need a processor to control the operations of the digital systems they design. In some
other applications, the digital functions needed are not available in off-the-shelf microcontroller
products, and therefore using the Cortex-M processors in FPGA enables alternate solutions.
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m Prototyping for chip/SoC designs - many ASIC designers use FPGA for prototyping their designs
and their chip/SoC designs that contain the Cortex-M processors. It is also a useful way to
prototype new product ideas, and to provide demonstrations/proof of concepts.

While there have been several FPGA vendor-specific processors available, most of those architectures
are proprietary and could be restricted to certain FPGA architectures. In contrast, the Cortex-M
processors are much more generic. Most of the Cortex-M processors (e.g., Cortex-MO0 and Cortex-M3)
are optimized for ASIC/SoC applications. The Cortex-M1 processor was designed to be optimized for
most of the FPGA devices (it is small and allows high operation frequency), and at the same time can
be portable between different FPGA types and is upward-compatible to other Cortex-M processors.
For example, from a software point of view, the architecture used in Cortex-M1 is based on the same
instruction set used by the popular Cortex-MO, Cortex-MO+ processors. Designers can also upgrade
to a Cortex-M3 or other Cortex-M processor if more instruction features are needed.

Since the recent availability of the Cortex-M processor IP in FPGA design tools, Cortex-M system
designs are no longer restricted to SoC design professionals. Even students, academic researchers,
and electronics enthusiasts now have access to the world of Cortex-M system design.

1.2 Understanding different types of Arm processors

Arm processors are deployed in many different applications, with very different needs - and to support
that, Arm has developed a broad portfolio of processors to help designers select the best-fit compute
for their device. For example, the application requirements for a smartphone are very different from
the requirement of a motor controller. To address the wide variety of application requirements, Arm
provides a range of processor products in different profiles belonging to the Cortex processor families:

m The Cortex-A portfolio - Application processors for complex systems. An example of the processors
in this class is the Cortex-A53. It is developed to support applications like smartphones, PDAs, set-
top boxes, which need high-performance processing and require OS support like Linux, Android,
Microsoft Windows, etc.

m The Cortex-R portfolio - Processors for real-time, high-performance systems. An example of
a processor in this class is the Cortex-R52. It is developed to provide high performance, low
latency, and robust characteristics. Typical applications include hard disk controllers and baseband
processing in communication devices.

m The Cortex-M portfolio - Processors for microcontroller applications. An example of a processor
in this class is the Cortex-M3 processor. It has been developed for deeply embedded, and cost-
sensitive applications, and yet provides good performance and rapid interrupt response. Typical
applications include industrial controls, consumer products, like portable audio devices, and digital
cameras.
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Key characteristics of these processors are summarized in Table 1.1.

Cortex-A

Cortex-R

Cortex-M

Architecture type

Support both 64 and 32-bit from
Armv8-A, 32-bit in Armv7-A and
older architecture

Support both 64 and 32-bit from
Armv8-R, 32-bit in Armv7-R and
older architecture

32-bit only

Clock frequency range
and pipeline

Longer pipeline optimized for high
clock frequency range

Medium-length pipeline
(e.g., 8-stage in Cortex-R5)

Short to medium length pipeline
(2 to 6 stages) for low-power
systems

Virtual memory support  Yes No (it is permitted in Armv8-R, No
(required for Linux) but not supported in current
Cortex-R processors)
Virtualization support Yes Yes, from Armv8-R No
(e.g., Cortex-R52)
Arm TrustZone security  Yes No Yes, from Armv8-M, but not

extension

in Armvé6-M and Armv7-M
architectures

Interrupt handling

Based on Generic Interrupt
Controller (GIC) with multi-core
and virtualization support.
Non-deterministic interrupt
response speed.

Based on Generic Interrupt
Controller with multi-core

and virtualization support,

or Vectored Interrupt Controller
in older Cortex-R.

Fast interrupt response.

Based on Nested Vectored
Interrupt Controller (NVIC)
internal to the processor.

Low interrupt latency and easy
to use.

ISA for DSP acceleration

Neon Advanced SIMD
(128-bit vectored processing).
Latest architecture from
Armv8.3-A supports Scalable
Vector Extension (SVE).

Table 1.1: Key characteristics of different Cortex processors.

Neon Advanced SIMD support
on Armv8-R. Also, support legacy
SIMD (32-bit vector processing).

Support legacy SIMD (32-bit
vector processing) in Cortex-M4,
Cortex-M7, Cortex-M33, and
Cortex-M35P

If you are planning to use Linux in your applications, a Cortex-A processor would be needed. Both
Xilinx and Intel (previously Altera) have FPGA products with built-in Cortex-A processor subsystems.
On the other hand, the Cortex-M processors are ideal for smaller embedded systems, often with real-

time requirements.

There are different types of the Cortex-M processors, too. We can classify them into three product ranges:

Armvé6-M and
Armv7-M architecture

Armv8-M architecture
(supports TrustZone security extension)

High performance

Cortex-M7 (Armv7-M)

Coming soon

Mainstream processor

Cortex-M3 and Cortex-M4 processors (Armv7-M)

Cortex-M33 and Cortex-M35P processors

Processors for
constrained systems

Cortex-MO, Cortex-MO+, and Cortex-M1 (all

Armvé-M architecture)

Table 1.2: Different Cortex-M processors.

Cortex-M23 processor
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For general data processing and control applications, Armvé-M processors are more than capable of
handling these requirements:

m Cortex-MO processor: the smallest Arm processor (only 12K gates in minimum configuration) with
a simple 3-stage pipeline, based on Von-Neumann bus architecture. No privilege level separation
and no memory protection unit (MPU).

m Cortex-M1 processor: similar to the Cortex-MO processor, but optimized for FPGA applications.
It provides Tightly-Coupled-Memory (TCM) interface to simplify memory integration on FPGA and
delivers higher clock frequency for FPGA implementations.

m Cortex-MO+ processor: also based on Armvé-M architecture, with privilege level separation and
an optional memory protection unit (MPU). It also has an optional single-cycle 1/0O interface for
connecting peripheral registers that need low latency accesses, and a low-cost instruction trace
feature called Micro Trace Buffer (MTB).

m Cortex-M23 processor: For constrained embedded systems that need advanced security, the
Cortex-M23 processor with the Arm TrustZone security extension is more suitable. In addition
to TrustZone support, the Cortex-M23 processor has many other enhancements compared to
Armvé-M processors:

[ Additional instructions (e.g., hardware divide, compare, and branches);
] Supports more interrupts (up to 240);

[ Real-time instruction trace using Embedded Trace Macrocell (ETM);

[ More configurability options.

m Cortex-M3 processor: For applications that need more complicated data processing, Armv7-M
processors could be more suitable. The instruction set in Armv7-M provides support for more
addressing modes, conditional execution, bit field processing, multiply, and accumulate (MAC).
So even with a relatively small Cortex-M3 processor, you can have a relatively high-performance
system.

m Cortex-M4 processor: If DSP-intensive processing or single-precision floating-point processing
are needed, the Cortex-M4 processor is more suitable than Cortex-M3 because it supports 32-bit
SIMD operations and an optional single-precision floating-point unit (FPU).

m Cortex-M7 processor: the highest performance Cortex-M processor today with a six-stage
pipeline and superscalar design, 